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Our Story Our Story –– The Beginning The Beginning 

Wireless at CPLWireless at CPL
First implemented at CPL in 2001First implemented at CPL in 2001

Early versions were older technology Early versions were older technology 
Difficult to secure for HotspotsDifficult to secure for Hotspots

All branches have had wireless since 2004 All branches have had wireless since 2004 
Used for VOIP Used for VOIP 



Our Story Our Story –– Our First HotspotOur First Hotspot

Wireless City PilotWireless City Pilot
Partnership Partnership –– Library, The City of Calgary, Library, The City of Calgary, 
Calgary Technologies IncCalgary Technologies Inc
2003 2003 –– 20062006
Only at Central BranchOnly at Central Branch
Model for hotspot deploymentModel for hotspot deployment
Pilot endedPilot ended



Our Story Our Story –– Next StepsNext Steps

Improving upon Wireless Hotspot modelImproving upon Wireless Hotspot model
Looked for a technology that was:Looked for a technology that was:

A Secure ImplementationA Secure Implementation
Easy to administerEasy to administer
Easy to deploy in multiple locationsEasy to deploy in multiple locations
ScalableScalable



Our Story Our Story –– Next StepsNext Steps

Improving upon Wireless Hotspot modelImproving upon Wireless Hotspot model
Policy and Procedure:Policy and Procedure:

Updated the Public Access Network PolicyUpdated the Public Access Network Policy
Developed Terms and Conditions for use of Developed Terms and Conditions for use of 
serviceservice
Support ModelSupport Model
Policy and Procedure will evolve Policy and Procedure will evolve 



Our Story Our Story –– Next StepsNext Steps

Our Wireless HotspotsOur Wireless Hotspots
The roll out:The roll out:

Started at the Central BranchStarted at the Central Branch
Rolled out to the branchesRolled out to the branches
No site survey No site survey –– added access points as added access points as 
needed needed 



Our Story Our Story –– Next StepsNext Steps

Our Wireless HotspotsOur Wireless Hotspots
The roll out:The roll out:

No initial MarketingNo initial Marketing
Target marketing after all equipment deployedTarget marketing after all equipment deployed



Our Story Our Story –– The SuccessThe Success

Wireless HotspotWireless Hotspot
More popular than we expected:More popular than we expected:

About 5000 uses in September About 5000 uses in September 
About 1400 unique usersAbout 1400 unique users
Around 8% of our Internet useAround 8% of our Internet use





ProcessProcess
oo GovernanceGovernance
oo Access Control Access Control 
oo OperationsOperations



GovernanceGovernance

Board PolicyBoard Policy
Public Access Network PolicyPublic Access Network Policy
Sets out the framework to mitigate riskSets out the framework to mitigate risk



GovernanceGovernance

Board PolicyBoard Policy
Access to the Network is governed by Access to the Network is governed by Calgary Calgary 
Public Library Public Access Network Terms of Public Library Public Access Network Terms of 
UseUse.   The Library reserves the right to modify, .   The Library reserves the right to modify, 
limit services or stop services offered over the limit services or stop services offered over the 
Network.Network.



GovernanceGovernance

Board PolicyBoard Policy
Terms of Use are the key tool in mitigating riskTerms of Use are the key tool in mitigating risk
Gives library administration the framework to create Gives library administration the framework to create 
and modify the Terms of Useand modify the Terms of Use



GovernanceGovernance

Risk Risk 
Cover risks that are different from providing public Cover risks that are different from providing public 
access workstationsaccess workstations



GovernanceGovernance

Risk Risk -- stability of wireless transmission of datastability of wireless transmission of data
Reduce the liability of the library by properly Reduce the liability of the library by properly 
disclosing the risk to the userdisclosing the risk to the user
any increased liability (as opposed to traditional any increased liability (as opposed to traditional 
workstations access) to the Library resulting from the workstations access) to the Library resulting from the 
provision of WiFi Access can be eliminated by proper provision of WiFi Access can be eliminated by proper 
discloserdiscloser



GovernanceGovernance

Risk Risk -- security of wireless transmission of datasecurity of wireless transmission of data
Reduce the liability of the library by properly Reduce the liability of the library by properly 
disclosing the risk to the userdisclosing the risk to the user
any increased liability (as opposed to traditional any increased liability (as opposed to traditional 
workstations access) to the Library resulting from the workstations access) to the Library resulting from the 
provision of WiFi Access can be eliminated by proper provision of WiFi Access can be eliminated by proper 
discloserdiscloser



GovernanceGovernance

Terms of UseTerms of Use
Customers must agree to the Customers must agree to the ““Terms of UseTerms of Use”” before before 
gaining access to the Internetgaining access to the Internet
WiFi Access must not permit patrons to gain access WiFi Access must not permit patrons to gain access 
to the Public Access Network except through one to the Public Access Network except through one 
controlled entrance procedure.controlled entrance procedure.



GovernanceGovernance

Terms of UseTerms of Use
a captive portal which intercepts and rea captive portal which intercepts and re--directs directs 
all access attempts to logall access attempts to log--in / authentication in / authentication 
page should be usedpage should be used







GovernanceGovernance

Terms of UseTerms of Use
SecuritySecurity The Library does not provide encryption or The Library does not provide encryption or 
other security measures to protect information you other security measures to protect information you 
send or receive over the Internet.  As with any send or receive over the Internet.  As with any 
Internet connection, there is no inherent security.  We Internet connection, there is no inherent security.  We 
caution you to use prudence in your transmission of caution you to use prudence in your transmission of 
confidential or sensitive information over the Internet.confidential or sensitive information over the Internet.



GovernanceGovernance

Terms of UseTerms of Use
WiFi Hotspot serviceWiFi Hotspot service If you are connecting to the Network through our WiFi Hotspot (If you are connecting to the Network through our WiFi Hotspot (wireless wireless 
access service), be aware that wireless telecommunications conneaccess service), be aware that wireless telecommunications connections are, by their very nature, ctions are, by their very nature, 
more prone to loss of connection, due to the limited broadcast rmore prone to loss of connection, due to the limited broadcast range of a hotspot, interference ange of a hotspot, interference 
caused by physical structures and external interference (includicaused by physical structures and external interference (including interference with the radio ng interference with the radio 
signal through jamming, competing broadcasts on same frequency asignal through jamming, competing broadcasts on same frequency and temporary electrond temporary electro--
magnetic influences). This instability can result in the loss ormagnetic influences). This instability can result in the loss or corruption of data in transmission.  In corruption of data in transmission.  In 
addition, any wireless transmission is capable of interception, addition, any wireless transmission is capable of interception, even if you are sending data even if you are sending data 
through a secure website (an through a secure website (an ““httpshttps”” URL).  The Library has no responsibility or liability to you URL).  The Library has no responsibility or liability to you 
resulting from any such loss or corruption of data, or from dataresulting from any such loss or corruption of data, or from data interception or other consequences interception or other consequences 
of your use of an unsecured wireless communications service. of your use of an unsecured wireless communications service. 



GovernanceGovernance

Terms of UseTerms of Use
Accuracy of RegistrationAccuracy of Registration You represent and You represent and 
warrant that (a) all of the information provided by you warrant that (a) all of the information provided by you 
to the Library in order to log onto the Network is to the Library in order to log onto the Network is 
correct and current; and (b) you are not prohibited by correct and current; and (b) you are not prohibited by 
any law, order or judgment (whether civil or criminal) any law, order or judgment (whether civil or criminal) 
from accessing the Internet. from accessing the Internet. 



GovernanceGovernance

Terms of UseTerms of Use
IndemnificationIndemnification You agree to hold harmless and You agree to hold harmless and 
indemnify the Library, its directors, officers, indemnify the Library, its directors, officers, 
employees and agents, from and against all third employees and agents, from and against all third 
party claims and legal proceedings of every kind party claims and legal proceedings of every kind 
whatsoever arising from or in any way related to your whatsoever arising from or in any way related to your 
use of the Network, including all legal costs incurred use of the Network, including all legal costs incurred 
by the Library in the defense of such claims and by the Library in the defense of such claims and 
proceedings.. proceedings.. 



GovernanceGovernance

Terms of Use Should AddressTerms of Use Should Address
Internet Content Internet Content 
Access is in public space Access is in public space 
Privacy Privacy 
Limits on Privacy Limits on Privacy 
Copyright Copyright 



GovernanceGovernance

Terms of UseTerms of Use
Time Limits and ReservationsTime Limits and Reservations
Filtering Software Filtering Software 
Breach of these Terms of Use Breach of these Terms of Use 



GovernanceGovernance

Terms of UseTerms of Use
Law and Jurisdiction Law and Jurisdiction 



Access ControlAccess Control

Patrons seeking Patrons seeking WiFiWiFi Access should log Access should log 
into a Library Public Access Networkinto a Library Public Access Network

captive portal technologycaptive portal technology
ILS database is used for authenticationILS database is used for authentication



Access ControlAccess Control

Getting the captive portal talking to the ILS Getting the captive portal talking to the ILS 
database was the most difficult part of our database was the most difficult part of our 
projectproject

Would be easier if ILS systems supported LDAP or Would be easier if ILS systems supported LDAP or 
Radius AuthenticationRadius Authentication
Creating a SIP authentication tool might needs to be Creating a SIP authentication tool might needs to be 
investigatedinvestigated



Access ControlAccess Control

The most important part of the The most important part of the 
authentication process is the acceptance authentication process is the acceptance 
of  the Terms of Use before gaining of  the Terms of Use before gaining 
access to the Internetaccess to the Internet
This reduces the risk for the LibraryThis reduces the risk for the Library



OperationsOperations

ConnectionsConnections
Getting ConnectedGetting Connected

Where service is availableWhere service is available
Outside of buildingOutside of building
Rental space (coffee shop)Rental space (coffee shop)

Hours of operationHours of operation
Length of time for use of serviceLength of time for use of service



OperationsOperations

ConnectionsConnections

User equipment  User equipment  -- Support ModelSupport Model
No in depth user support No in depth user support –– Info Sheet providedInfo Sheet provided



OperationsOperations

CoverageCoverage
Placement of Access Points Placement of Access Points –– built on previous built on previous 
modelsmodels

Do not spend large amount of times on site survey Do not spend large amount of times on site survey 

Bandwidth Bandwidth 
Has not been an issue Has not been an issue 



OperationsOperations

SpaceSpace
Furniture Furniture –– seating spaceseating space

Power Power 
People want to plug in their laptopsPeople want to plug in their laptops
Not just a wireless issueNot just a wireless issue



OperationsOperations

MarketingMarketing
Low KeyLow Key
In branch marketingIn branch marketing



Goals of the technologyGoals of the technology

Standards based implementationStandards based implementation
Improve data security features utilizing best Improve data security features utilizing best 
practices practices 
A modular design with easyA modular design with easy--toto--add components add components 
and maximum flexibilityand maximum flexibility
ScalableScalable
Easy to administer Easy to administer 



The SolutionThe Solution

Reviewed the Wireless Market:Reviewed the Wireless Market:
Looked at different ways of implementing Looked at different ways of implementing 
captive portalscaptive portals

Free/sharewareFree/shareware
Open sourceOpen source
Commercial productsCommercial products



The SolutionThe Solution

Reviewed the Wireless Market:Reviewed the Wireless Market:
Looked at market leadersLooked at market leaders
InfoInfo--Tech Research Group identified Cisco Tech Research Group identified Cisco 
and Aruba Networks as the segment leadersand Aruba Networks as the segment leaders
Talked to other public sector users of wireless Talked to other public sector users of wireless 
technologytechnology



The SolutionThe Solution

Reviewed the Wireless Market:Reviewed the Wireless Market:
The Aruba solution was chosenThe Aruba solution was chosen
Used by other public sector groupsUsed by other public sector groups
Ease of administrationEase of administration
Captive portal technologiesCaptive portal technologies
Ease of securing wireless trafficEase of securing wireless traffic
Worked with wireless VOIPWorked with wireless VOIP



The Solution Traditional The Solution Traditional 
WirelessWireless

Traditional models for wireless access points gain Traditional models for wireless access points gain 
access to the network at the switch access to the network at the switch 
The network needs to be secured from the switch The network needs to be secured from the switch 
to the exit pointto the exit point
This is traditionally done by creating separate This is traditionally done by creating separate 
VLANVLAN
The administration of this model is complex The administration of this model is complex 



The Thin Client SolutionThe Thin Client Solution

The thin access points can only connect to the The thin access points can only connect to the 
controllercontroller
Traffic is securely contained in a GRE tunnel from Traffic is securely contained in a GRE tunnel from 
the access point the controller.  This means the access point the controller.  This means 
separate separate vlansvlans do not have to be created in the do not have to be created in the 
WANWAN
Traffic is securely separated from the library Traffic is securely separated from the library 
networknetwork



The SolutionThe Solution

Administration takes place at the controllerAdministration takes place at the controller
The controller is a role based firewall The controller is a role based firewall 
All wireless traffic goes through this firewall before All wireless traffic goes through this firewall before 
entering the library network entering the library network 



The SolutionThe Solution



The SolutionThe Solution

Policies are controlled in one placePolicies are controlled in one place
New access points can be added quickly and New access points can be added quickly and 
securelysecurely
Existing VLANS can be used.  New VLAN do not Existing VLANS can be used.  New VLAN do not 
need to be added.need to be added.



The SolutionThe Solution

System upgrades are done to the controller System upgrades are done to the controller 
reducing the amount of time to upgradereducing the amount of time to upgrade
If the firmware needs to be updated on the access If the firmware needs to be updated on the access 
point it is done form the controllerpoint it is done form the controller









DemoDemo



Post Implementation Post Implementation 

SupportSupport
Dropped ConnectionsDropped Connections

Security settings Security settings 
AP coverageAP coverage

Time LimitsTime Limits



Questions?Questions?
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