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Agenda

« Our Story

« Setup and operation considerations
« Equipment

« Demo

* Questions
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Our Story. — The Beginning

Wireless at CPL
« Eirst implemented at CPL in 2001

« Early versions were older technology
* Difficult to secure for Hotspots

« Alll branches have had wireless since Ol(lﬂ'
* Used for VOIP \
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Our Story.— Our Eirst Hotspot

Wireless City Pllot

« Partnership — Library, The City ofi Calgary,
Calgary Technologies Inc

« 2003 — 2006
« Only at Central Branch
* Model for hotspot deployment

« Pllot ended }\
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Ourr Sty — Next Steps

Improving upon Wireless Hotspot model

* |Looked for a technology that was:
= A Secure Implementation
= Easy to administer
« Easy to deploy in multiple locations
= Scalable
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Ourr Sty — Next Steps

Improving upon Wireless Hotspot model

« Policy and Procedure:
» Updated the Public Access Network Policy

=« Developed Terms and Conditions for use of
sernvice

= Support Model
= Policy and Procedure will evolve }\
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Ourr Sty — Next Steps

Our Wireless Hotspots

« The roll out:
s Started at the Central Branch
= Rolled out to the branches

= NO site survey — added access points as
needed

A
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Ourr Sty — Next Steps

Our Wireless Hotspots

« The roll out:
= No initial Marketing
= [anget marketing after all eguipment deployed

A
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Our Story — Tfhe Success

Wireless Hotspot

« Viore popular than we expected:
= About 5000 uses In September
= About 1400 unigue users
= Around 8% of our Internet use

A
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Process
o Governance
» Access Control
» Operations

A
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Governance

« Board Policy
« Public Access Network Policy
« Sets out the framework to mitigate risk

A
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Governance

« Board Policy

= Access to the Network Is governed by Calgary
Public Library Public Access Network Terms of
Use. The Library reserves the right to modify,

limit services or stop services offered over the
Network.

A
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Governance

« Board Policy
« Terms ofi Use are the key tool in mitigating risk

« Glves library administration the framework to create
and modify the Terms of Use

A
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Governance

« Risk
« Cover risks that are different from providing public
access workstations
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Governance

« Risk - stability’ off wireless transmission of data

« Reduce the liability of the library by properly
disclesing the risk to the user

« any Increased liability (as opposed to traditional
workstations access) to the Library resulting from the
provision of WiFiI Access can be eliminated by proper

A

discloser
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Governance

* RISk - security of wireless transmission of data

« Reduce the liability of the library by properly
disclesing the risk to the user

« any Increased liability (as opposed to traditional
workstations access) to the Library resulting from the
provision of WiFiI Access can be eliminated by proper

A

discloser
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Governance

*« Terms of Use

« Customers must agree to the “Terms of Use” before
gaining access to the Internet

« WIFI' Acecess must not permit patrons to gain access
to the Public Access Network except through one
controlled entrance procedure.

A
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Governance

*« Terms of Use

= a captive portal which intercepts and re-directs
all access attempts to log-in / authentication
page should be used
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CALGARY PUBLIC LIBRARY
Wireless Network Authentication

Library Card Humber:

Last 4 numbers of home phone or pin number:

As a vital community connection to a world of information and ideas,
Calgary Public Library provides access to the Internet and its many
useful information resources. In order to use the Public Access
MNetwork (the "Network™) made available by the Calgary Public Library
(the "Library™), you must agree to the Library's Public Access Network
Terms of Use ("Terms of Use”™). If you have not read the Terms Of
Use, you can read them by clicking below. Whether or not you
have read the Terms of Use, by clicking on the "accept"
button below, you agree to be bound by the Terms of Use. If
vou do not agree to the Terms Of Use, do not click on the "accept”
button, in which case you will not be granted access to the services
available on the Network.,

The Terms of Use is in effect since July 24, 2006.

[ Fead Terms ] [ Accept and Login ] ’ Decline ]
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CALGARY PUBLIC LIBRARY
PUBLIC ACCESS NETWORK TERMS OF USE

Basis of Access The Calgary Public Library (the “Library™) grants vou the right to gain access through this public access network (the “Wetwork™) to the
Internet and other electronic resources, on the following terms and conditions. Your use of this Wetwork is subject to these terms and conditions, to which vou
agree. Y ou agree that the Network is provided on an AS IS and AS AVAILABLE basis. The Librarv disclaims all responsibility and liabilitv for the availability,
timeliness, security or reliability of the WNetwork. The Library also reserves the right to modify, suspend or discontinue vour access to the Network with or
without notice at any time and without any lability to vou.

Accuracy of Registration You represent and warrant that (a) all of the information provided by vou to the Library in order to log onto the Network is correct
and current; and (b) you are not prohibited by any law, order or judgment (whether civil or criminal) from accessing the Internet.

Internet Content The Internet is an unregulated, global emvironment and should be used with care. Information found on the Internet mayv not be accurate,
complete or current. Customers who use the Internet must carefully assess the information they recefve from this medium. The Library does not control the
information on the Internet and assumes no responsibility for any direct or indirect claims. damages or costs sought by users or third parties arising from the
Library’s provision of access to Internet services through this Wetwork. The Library takes no responsibility for third party content (including, without limitation,
any viruses or other disabling features), nor does the Librarv have anv obligation to monitor such third party content.

Public Use Your access to the Library’s Networle is in public space, and vou must not display materials on this Wetwork which, in the opinion of any Library
staff, are unlawful, obscene, abustve or otherwise objectionable. You will immediatelv comply with all directions from Library staff to stop accessing and
displaving anv such material If vou have accessed the Network through a public access terminal (the “Terminal™), to protect vour privacy and security, and for
the convenience of others, vou agree to log/close out of anv programs vou have opened, before leaving the Terminal The Library assumes no responsibility for
the securitv or privacy of anv on-line transactions vou conduct.

Privacy Your use of this Networle is subject to the Librarv’s Confidentiality of User Records Policy. As a condition of use of this Networle, vou agree to the
terms of that Policv as it may be updated from time to time. You agree that the Librarv mav monitor, edit or disclose vour personal information, including the
material you have viewed or accessed through this Wetwork, f required to do so in order to comply with any valid legal process or governmental request (such
as a search warrant, subpoena, statute, or court order), or as otherwise provided in these Terms of Use.
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Governance

« Trerms of Use
« Security. The Library dees not provide encryption or

other security measures to protect information you
send or receive over the Internet. As with any
Internet connection, there is no inherent security. We
caution you to use prudence in your transmission of
confidential or sensitive information over the Internet.

A
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Governance

*« Terms of Use

= WIiFiI Hotspot service If you are connecting to the Network through our WiFi Hotspot (wireless
access service), be aware that wireless telecommunications connections are, by their very nature,
more prone to loss of connection, due to the limited broadcast range of a hotspot, interference
caused by physical structures and external interference (including interference with the radio
signal through jamming, competing broadcasts on same frequency and temporary electro-
magnetic influences). This instability can result in the loss or corruption of data in transmission. In
addition, any wireless transmission is capable of interception, even if you are sending data
through a secure website (an “https” URL). The Library has no responsibility or liability to you
resulting frem any such loss or corruption of data, or from data interception or other consequences
of your use of an unsecured wireless communications service.
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Governance

*« Terms of Use

« Accuracy of Registration You represent and
warrant that () all' of the infermation provided by you
to the Library in order to log onto the Network Is
correct and current; and (b) you are not prohibited by

any law, order or judgment (whether civil or criminal)
from accessing the Internet.
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Governance

*« Terms of Use

« Indemnification You agree to hold harmless and
Indemnity the Library, Its directors, officers,
emploeyees and agents, from and against all third
party claims and legal proceedings of every kind
whatsoever arising from or in any way related to your
use of the Network, including all legal costs incurred
by the Library in the defense of such claims and }\

proceedings..
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Governance

« J'erms ofi Use Should Address
* Internet Content

Access IS In public space

Privacy.

Limits en Privacy

Copyright

i

i

i

i
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Governance

« Terms of Use
* Time Limits and Reservations
« Flltering Seftware
* Breach of these Terms of Use

A
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Governance

*« Terms of Use
« Law and Jurisdiction

A
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Access Control

« Patrons seeking WiFi Access should log

iInto a Library Public Access Network

« captive portal technology
« |LS database Is used for authentication

A
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Access Control

« Getting the captive portal talking to the ILS
database was the most difficult part of our
Project

« Would be easier if ILS systems supported LDAP or
Radius Authentication

« Creating a SIP authentication tool might needs to be

Investigated }\
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Access Control

« The most Important part of the
althentication proecess Is the acceptance
oft the Terms of Use before gaining
access to the Internet

« This reduces the risk for the Library

A
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Operations

« Connections

« Getting Connected
= Where senvice Is available
« Qutside of building
« Rental space (coffee shop)
= Hours of operation
= Length of time for use of service

A
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Operations

« Connections

« User equipment - Support Model
= No In depth user support — Info Sheet provided

A
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Operations

« Coverage

« Placement of Access Points — built on previous
models
= [Do not spend large amount of times on site survey.

« Bandwidth

« Has not been an Issue }\
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Operations

* Space
« Furniture — seating space

« Power

« People want to plug in their laptops
* Not just a wireless issue

A
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Operations

« Marketing

« Low Key.
« |n branch marketing

A
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Goals ofi the technology.

« Standards based iImplementation

* |mprove data security features utilizing best
practices

« A moedular design with easy-to-add components
and maximum; flexibility

« Scalable
« Easy to administer }\
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fhe Soelution

Reviewed the Wireless Market:

» Looked at different ways of iImplementing
captive portals
* Eree/shareware
* Open source
« Commercial products

A
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fhe Soelution

Reviewed the Wireless Market:
= |_ooked at market leaders

= Info-Tech Research Group identified Cisco
and Aruba Networks as the segment leaders

= [alked to other public sector users of wireless
technology

A
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fhe Soelution

Reviewed the Wireless Market:
= [he Aruba selutien was chesen
= Used by other public sector groups
= Ease of administration
= Captive portal technologies
= Ease of securing wireless traffic
= Worked with wireless VOIP }\
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fhe Selution Traditienal
Wireless

« raditional medels for wireless access points gain
ACCEesS 1o the network at the switch

« The network needs to be secured from the switch
o the exit point

« This Is traditionally done by creating separate
VLAN

« The administration of this model is complex

A
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Ihe TThin Client Solution

« The thin access points can enly connect to the
controller

« Traffic I1s securely contained in a GRE tunnel from
the access point the contreller. This means
separate vians do not have to be created In the
AN

« Traffic Is securely separated from the library
network

A
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fhe Soelution

« Administration takes place at the controller
« The controller Is a role based firewall

« All wireless traffic goes through this firewall before
entering the library network
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fhe Soelution
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fhe Soelution

« Policies are controlled in one place

« New acecess points can be added guickly and
securely

« Existing VILANS can be used. New VAN do not
need to e added.

A

CALGARY
PUBLIC
LIBRARY




fhe Soelution

« System upgrades are dene to the controller
reducing the amount of time to upgrade

« |fithe firmware needs to be updated on the access
point It Is done form; the controller

A
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PeSt Implementation

* Support

« Dropped Connections
=  Security settings
= AP coverage

« Time Limits

A
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Questions?
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